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Secure, effective, 
and efficient 

exchange of health 
information in 

compliance with 
state and federal 

standards, laws, and 
regulations
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Core Commitment to Privacy and Security Opt-Out Override/ Break-the-Glass

The Importance of Information Sharing Continuation of “Opt-In” under Current Laws

The Role of HIT Technology Administrative Burdens

National Interoperability Barriers to HIE in Current Laws

Harmonizing Illinois Law Future Segmentation of PHI

Meaningful Use Incentives Data Security Protections and Assurance

Efficiency Control of Data by Data Custodians

Public Health Neutrality on Merits of Data Custodian

Disclosure Restrictions

Balancing of Stakeholder Interests Unique Patient Identifier

Enhancing Patient Protection: Opt-Out Policy Next Steps
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Gen PHI

Stage 1: Creation and Release of PHI
Patient Presents at Primary Care Physician

PCP’s EHR

1. Patient presents at Primary Care Physician

2. Provider describes HIE and offers opt-out

HIE



Stage 1: Creation and Release of PHI
Provider Obtains Consent

PCP’s EHR

3. Patient does not opt-out 

Opt-out not triggered

Gen PHI

HIE



Stage 1: Creation and Release of PHI
Release of MPI and RLS

PCP’s EHR

4. Patient demographic information sent to ILHIE

Opt-out not triggered

MPI 
&

RLS

5. Patient data with PCP becomes accessible to ILHIE

Gen PHI

HIE



General 
PHI

Stage 2: HIE Query /Response
Patient Presents at Specialist 

Specialist’s 
EHR

1. Patient presents at ILHIE participating specialist

2. Participating specialist queries ILHIE for Patient’s records

Opt-out not triggered

Provider queries ILHIE

HIE



General 
PHI

Stage 2: HIE Query /Response
HIE Consults MPI & RLS

Specialist’s 
EHR

3. ILHIE consults MPI and RLS

Opt-out not triggered

RLS
Specialist PCP

MPI

Patient

PatientPatient

Consults 
MPI

HIE



General 
PHI

Stage 2: HIE Query /Response
HIE Query of Participating Providers

PCP’s EHR

4. ILHIE queries providers listed in RLS for Patient’s data

Opt-out not triggered
ILHIE 

queries 
provider

RLS

Specialist PCP

HIE



C32

Provider

ProviderPCP

General 
PHI

Stage 2: HIE Query /Response
Consolidated Patient Record (C32) Generation by HIE

PCP’s EHR

5. ILHIE aggregates data received from providers 

Opt-out not triggered

HIE



General 
PHI

Stage 2: HIE Query /Response
ILHIE Delivers C32 to Participating Specialist

PCP’s EHR

6. ILHIE delivers consolidated C32 to requesting participating specialist 

Opt-out not triggered

C32 General 
PHI

Specialist’s 
EHR

HIE



Gen PHI

Stage 1: Creation and Release of PHI
Patient Presents at Primary Care Physician

PCP’s EHR

1. Patient presents at Primary Care Physician

2. Provider describes HIE and offers opt-out

HIE



Stage 1: Creation and Release of PHI
Provider Obtains Consent

PCP’s EHR

3. Patient exercises opt-out 

Opt-out triggered

Gen PHI

HIE

Opt-out notice to HIE



Stage 1: Creation and Release of PHI
Release of MPI and RLS

PCP’s EHR

4. Patient demographic information sent to ILHIE

Opt-out triggered

MPI 
&

RLS

5. Patient data with PCP becomes accessible to ILHIE

Gen PHI

HIE



General 
PHI

Stage 2: HIE Query /Response
Patient Presents at Specialist 

Specialist’s 
EHR

1. Patient presents at ILHIE participating specialist

2. Participating specialist queries ILHIE for Patient’s records

Opt-out triggered

Provider queries ILHIE

HIE



General 
PHI

Stage 2: HIE Query /Response
HIE denies access to data

Specialist’s 
EHR

3. HIE returns “DATA NOT AVAILABLE” message

Opt-out triggered

HIE

“DATA NOT AVAILABLE”



General 
PHI

Stage 2: HIE Query /Response
Specialist “Breaks-the-glass” to access data 

Specialist’s 
EHR

4. Participating specialist submits “BREAK-THE-GLASS” override to certify either:
a. Patient medical emergency, or

b. Patient provided consent 

Opt-out triggered

Provider re-queries ILHIE 
with “BREAK-THE-GLASS”

HIE



General 
PHI

Stage 2: HIE Query /Response
ILHIE  Processes Query; Delivers C32 to Participating Specialist

PCP’s EHR

Opt-out was 
triggered, 

but BREAK-THE-GLASS 
override 

C32 General 
PHI

Specialist’s 
EHR

HIE

5. ILHIE consults MPI and RLS; 6. ILHIE queries providers listed in RLS for Patient’s data; 
7. ILHIE aggregates data received from providers; 

8. ILHIE delivers consolidated C32 to requesting participating specialist
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